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Thoughts on the corporate market from Zurich’s experts

his copy of Market First
Tspecifically looks at issues

in the corporate market that
may be at the forefront of your
customers’ concerns for 2011 and
beyond. Hopefully, it will give
you confidence in Zurich and its
expertise to help you advise and
help your customers.

The corporate market space is
complex - this is the consistent
feature in an environment often
characterised by insurers’ stop/go
growth strategies, which puzzle
brokers and bewilder customers.
Zurich has been a consistent market
leading player over many years and
intends to continue as such.

There are multiple issues for
you to understand, anticipate and
manage. The rapidly increasing
trend of compliance and governance

: demands (see pages 11 to 14), ever

. more awareness of corporate and

. individual reputational risk, climate

. and environmental changes (see pages
3 to 7) and a more pressured legal
environment (see pages 15 to 19) to

© name a few critical areas.

Add in supply chain understanding

© and the almost daily heightened

© awareness of product recall (see
pages 8 to 10) and we can safely

. conclude that corporate customers
. have never been more at risk.
You are in a unique position

: in being able to raise
© such matters

Head of Corporate Business
¢ Zurich Insurance plc

15 Hi-tech Hi-risk

20 Zurich directory

Understanding the intricacies of the corporate market. Welcome to
Market First, Zurich’s dedicated broker magazine. We're here to share our
_— expertise and views on the corporate market with you and provide insight
and discussion on important issues affecting our industry.

: with the organisations you work with.

We hope you enjoy this issue and

. find the information invaluable.

Steve Green

Zurich estimates that around
80% of the risks that modern
businesses face today are too complex
and too unpredictable to transfer to an
Insurance company. Your corporate business
customers need to know how to manage

unexpected and hidden emerging risks and
the first requirement is to understand them.

here are many elements of
Trisk that might keep your

customers awake at night
and these include an increasing
reliance on supply chains, business
interruption, reputational
management and environmental
changes. These are the big issues for
the future and companies need to
be aware of their impact to mitigate
risk. Your customers’ knowledge of
these issues might be rather thin,
so hopefully the information below
will help you to help them to better
understand the risks.

Supply chain risk and its impact on
business continuity

It has always been important for
your customers to understand how
critical a supply chain is to business
continuation and how disruptive
interruptions can be when suppliers

as businesses depend, more than ever
before, on third parties to deliver
their products and services.

Metrica, a UK research fund,
suggests that the greatest worry for
risk managers involves outsourced
processes. These are: losing control
over the process, losing control of
customer relationships, potential
loss of quality, threats to brand and
reputation, the operational and
financial stability of the supplier.*

*The New World of Risk, Zurich Municipal, 2009

New, more advanced, products

. and services often involve long

. and complex supply chains. British

. technological companies, for
example, frequently outsource

. expensive labour-intensive software
programming to Asia and Eastern

. Europe and British manufacturers

© use third parties extensively too. Sir
Ralph Robins, former chairman of
Rolls Royce, claimed that 70% of the
company'’s engine’s content was in

. the supply chain and only 30% from
. in-house.

. understand the implications of a :
. broken supply chain. “Potential supply
. chain problems are not obvious to :
: see and even harder to fix,” advises
Owen Rees, Principal Strategic Risk
Consultant, Zurich.
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the

Your customers might not fully

"For example, products and

services supplied by a third party add
fail. Now the challenge is even greater :

a layer of risk to the manufacturing

process that businesses find hard

: to control. Suddenly companies are

. impacted by a raft of additional

. issues — the supplier’s financial

. strength and quality of management,
© the consistent quality of goods
received, hidden costs and cost
budget overruns, losing control over
. service delivery, compliance and
supplier’s failure to meet legislative

: requirements. What's more, suppliers
- will also have different business »

complete
picture

Potential supply
chain problems

are not obvious
to see and even
harder to fix

Owen Rees, Principal Strategic
Risk Consultant, Zurich



agendas and ambitions to the
companies they deliver to.”

International supply chains are even
more vulnerable. Nowadays, lengthy
transport routes have to be taken
into account and other geographic
concerns need to be considered.
Owen gives these examples: overseas
partners could be adversely affected
by bad weather or political instability;
a typhoon in India might prevent
companies from being able to deliver;
a coup in North Africa could cause
factories to cease operation.

So what can your customers do
to prevent their business being
interrupted and to minimise the
resulting fallout?

Your customers need to look at how
they can ensure that their business
is not interrupted or, at the very
least, how to minimise disruption.
Not only could a serious interruption
in business lead their customers to
turn to other providers, but there
might be obligations even though
production has stopped. For example,
a crisp manufacturer that pre-ordered
potatoes months in advance might
find it is still contractually obliged to
order the potatoes, even where the
business has ceased as a result of its
factory burning down.

Owen says: “A big corporation
can bully suppliers into signing a
contract that releases it from any
obligations when there’s a problem.
Smaller companies have to negotiate.
A pertinent question for corporate
businesses is whether it is worth
paying more to jettison a supplier
when they want to. Risk control has
to be balanced against higher costs.

n
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It isn't easy for your customers to
mitigate risk that isn't their own,
but it is possible. “Like so much of
risk management, companies that
prepare ahead to consider the

i eventualities are likely to recover
. from an incident better and quicker
. than their rivals,” he says.

It's all about your customers
looking six steps ahead and planning

for the unexpected. “"Companies
should look at alternative suppliers
before there's a problem. They could
: even dual source or consider paying
an alternative supplier a retainer

so that they are readily available.

Of course, that might be expensive,”
Owen suggests. Once again it's a

i question of your customers balancing
i costs against managing risk.

Companies are also suppliers

themselves, so if one of their major
. distributors fails it could impact
* their own ability to carry out their

business. Shrewd management

should identify their supplier chain
¢ and third party partner risk and

pinpoint which of their suppliers and

¢ distributors are most vulnerable.
i They may also want to work out a
: tailor-made approach to mitigate

risk for their organisation and create

a plan of response and recovery.

There are a number of ways for a

customer to spot a weak link in a chain

before it breaks. “Some are more

: obvious than others,” says Owen.

“Is its supplier financially viable? Are

they profitable? How good is their

reputation? Your customer can even
look at its suppliers’ own supply chains
— if they only have one main supplier

they could be at risk. If suppliers are
¢ allin the same area they'll be affected

by the same weather, the same

Owen Rees, Principal Strategic Risk Consultant, Zurich

. Market First | December 2010

politics, the same natural disasters.
: The wider the spread the better.”

Your customers can insure

: themselves against supply chain

i risk in two ways. They can either

. identify a vulnerable company and

i cover themselves specifically against
. physical damage at that business or

they can protect themselves against
‘a general breakdown in a company'’s
supply chain.

Planning to reduce supply chain
risk — a useful five pomt chqﬂ
for your customers f. Wy
1 Work out exactlygwhlch th| g
parties are |nvol\lgqv¥h ¥¢u pat
supply chain y
2 Look at their flnahcfal vi
and reputatlon %
3 Identify the weake,sf I|nksi 1
the chain ﬁn’l
4 Plan your responsé to fal
and plan your recov ‘y
5 Be clear how they a*re

(}vdr d
by insurance. ol ,

i When things do go wrong, it is not

¢ only business interruption that your
i customers have to worry about. It is
also the reputation of the company
that could be in jeopardy.

Avoiding loss of reputation is equally
important to corporate business

i customers. Mismanaged exposure and
i negative coverage in the press and

. other media can severely damage the
reputation of a brand and a company.
: This can result in a catalogue of

. disasters including loss of revenue,

: loss of customer confidence, a decline
tin company morale and a collapse in
the share price. It could even force a

: business to close down.

David Forster, Head of Business

Risk, Zurich, emphasises the point:

“Supply chains can recover, key

. personnel can be replaced and

: damaged products recalled but if

i acompany’s reputation is lost the

. damage is often fatal. Reputational

: damage is a consequential loss that

: can be the result of so many different
: events. It can be caused by everything
¢ from data loss to faulty products, an
accident in the workplace - just about
anything that can go seriously wrong

in business.”
Although the causes of a loss of

: reputation may be varied, they tend to
share one characteristic. “An incident

¢ will have to be catastrophic to cause

a dent in reputation,” he suggests.

“Something has to go severely wrong

: Burston-Marsteller, 94% of companies
: that had a crisis management plan

: had saved money in a subsequent

¢ crisis — around a third of the cost of a

¢ crisis. A plan also meant that recovery
¢ from the crisis was likely to happen

. two months earlier.*

David says: “There are many ways

: that forward-thinking management
: can look to protect itself. For
example a company should pick its
spokesperson to the media carefully.
. Recent high profile examples of crisis

94% of companies that had a crisis
management plan had saved money

in a subsequent crisis

Burston-Marsteller

to catch the media spotlight.” Toyota's

recall of various car models as a result

of complaints relating to faulty brakes

and accelerator pedals, for example,

made global headlines and affected
Toyota’s share price.

With so many possible causes,
it is difficult for a company to
predict or prevent an incident
that may impact on reputation.
However your customers can
prepare how to mitigate risk after

an event has occurred.

Your customers can benefit
from Zurich's expert
knowledge of how to
handle the media. Being
quick with a response, a
willingness to apologise,
showing empathy,
managing expectations
and working with
political and media
contacts to smooth
repercussions are
all key to planning.
According to

for PR company

research carried out
. advertising or PR agency in place.

¢ and media management demonstrate
that the people who manage a

: company are not necessarily the ones
i who perform best under the media

¢ spotlight.”

It's obviously important for a

: customer to address the cause of an

incident too. If the underlying cause

. of the problem won't go away, then
: neither will the bad media. But more
than that, a company needs to be seen
to be doing something - it must prove

it cares. “How a company reacts is

: fundamental to how it recovers from a
: reputational crisis,” David explains.

Companies should also provide

. the media with the information they
. seek after an event has occurred

© —whatis being done to mitigate
damage, how are people being
compensated, what precautions
©are being set up in place to prevent
another incident occurring. “As well
as being open, they should be honest.
¢ Imagine the furore if a business was
i seen to be twisting the facts to its

i own advantage,” adds David.

In order to ensure the media is

dealt with in an appropriate manner,

businesses should have an appropriate

*Penn, Schoen & Berland Associates, October 2009




Total risk: the complete picture

Your corporate customers might not
have the necessary skills to handle a

experts can be invaluable when a
company’s name is at risk. David
believes reputational damage could
be called the risk of risks because its
consequences can be so severe.

: worry about and that is a company’s
. responsibilities with regard to the
reputational crisis, so access to industry :

environment.

Go Green - or go into the red

. Corporate businesses can no longer
. afford to ignore their environmental
* responsibilities. The minimum

Corporate businesses can no longer
afford to ignore their environmental

responsibilities

“Handled professionally and
promptly, even the worst disaster may
be turned into a triumph,” he says.
“The Chilean miners are a perfect
example of crisis containment at its
best. The Chilean government was
seen to be involved and concerned.
The world’'s media were kept
informed with accurate information
and regular updates on progress.
Expectations were managed - the
Chileans said the miners might not
be out by Christmas. And of course
the root cause of the problem was
resolved as all the miners were
successfully rescued.”

Reputational management -

a five point plan your customers

should adopt

B Establish a flexible crisis
containment plan

B Choose a good company
spokesperson: someone who can
handle the media well

B Employ relevant PR and Advertising
agencies to deflect criticism

B Be seen to be dealing
appropriately with the incident

B Keep the media informed with
accurate information.

Yet another issue is climbing up the
list of matters for your customers to

. standards have been raised and so have
. the fines. The new Carbon Reduction

: Commitment Energy Efficiency Scheme
(CRQ) legislation, recently introduced

. by the UK government to support the
Climate Change Act 2008, means that

: companies that fail to comply with

. these statutory regulations can be

© hit with penalties from an initial £5,000
© fine, and an ongoing £500

 aday, up to £200,000.

Until now, particularly in the area

of energy-related legislation, there

. may have been a lack of commitment
. in enforcing environmental standards.
. Now that’s about to change. Larry

: Hannam, Managing Director of

© Burcote, a consultancy company

that specialises in the environment,
energy and sustainability, says:

© “It used to be Trading Standards

. that enforced the majority of energy-
related environmental regulations. The
: new CRC Scheme has been placed in

. the hands of the Environment Agency,
. well versed in enforcing waste and

: water environmental legislation. In
the current spending review, there

. has been a fundamental change to

© this scheme, whereby it now becomes
a true carbon tax and no longer a
recycling scheme.”

Businesses in the CRC Scheme are

required to provide an annual report
. showing how well they are performing,
. giving statistics of energy they use

. aswell as a report on their carbon

. emissions. Considering the severity of

. the penalties it is remarkable how few

. companies comply. Larry estimates that

© up to 60% are breaking the rules. “The

© reason is two-fold. They either

. don’t realise that environmental
CONCErns are NOW a serious issue,

© or they think they already comply.

© An Environmental and Sustainability

© Audit would soon determine whether a
company is breaking the rules or not and
. then it may take six to nine months to

. make the necessary alterations,” he says.

Your customers should also be aware

. that if a company makes its premises

. environmentally friendly, it is future

. proofing the value of its asset as well as
making considerable energy and costs
savings too. The Royal Institution of

. Chartered Surveyors has dictated that
sustainability should be reflected in a
property’s valuation.

Yet another reason for your

customers to behave responsibly

: within the CRC is a publicly available

. league table showing how successfully

. each company adheres to its carbon

© reduction commitment. The first league
. table is to be published in July 2011.

“If companies are seen to behave

responsibly it can have a favourable
. effect on everyone from their
: customers to their shareholders to their

Supply chains

can recover, key

personnel can
be replaced and

damaged products

recalled, but if

~a company's

reputation is lost

the damage is
- often fatal

. David Forster, Head of Business Risk, Zurich

insurance companies,” Larry states.
Corporate customers should also

be thinking about water, especially
manufacturing companies as they use
so much of it. Sally Roff, Head of the
Safety, Health and Environment team
at commercial law firm Beachcoft,
believes that the water supply — or
rather the lack of it — may be the
biggest problem of all. “It's becoming
increasingly important that use of
water is sustainable,” she explains.
“Corporates have to be aware that the
increased demand for water, as well as
environmental issues, will affect the
price and availability of it in the future.
Therefore, account should be taken

of this in their capital projects and
business planning in the future. In years
to come, managing water usage will
have an increasing impact on the ability
to trade profitably or at all. Like all
emerging risks, it is the businesses who
respond early to the management of
those risks who will be around for the
long term and have the advantage over
their competitors.”

Supply chains, climate change
legislation and reputational damage
are at first glance totally different
challenges for corporate companies.
But they are all important new risks
that need to be considered seriously.
The better they are understood,
the greater the chance a corporate
company can mitigate their risk and,
hopefully, you will now have a better
understanding of the issues, which you
can pass on to your customers.

For further information visit:
www.zurich.com/corporatefocus
Or contact the contributors:
David Forster at Zurich Municipal
david.forster@uk.zurich.com
Owen Rees at Zurich
owen.rees@uk.zurich.com

Larry Hannam at Burcote
larryhannam@burcote.co.uk

Sally Roff at Beachcroft
sroff@beachcroft.com
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Best practice for being

sustainable - useful tips

for your customers

B Set goals and work out costs:
identify sustainable challenges,
sources and opportunities.
Prioritise key Green issues

B Involve stakeholders: engage
customers, shareholders and
board members

B Plan ahead: establish
measurable reduction targets
and introduce a system to track
and report progress

B Manage sustainability levels:
institute a set of activities
and auditable performance
objectives

B Assess products and services:
work out environmental cost of
providing products and services
then determine the least harmful
ways of developing them

B Report sustainability: develop a
formal sustainability report.




Manufacturing’s greatest

challenge —

One of the most expensive risks that a manufacturing company

can face is product recall. It can also cost much more than anticipated.
So, understanding the risks of a recall and knowing how to manage
one before it happens can be invaluable. The information in this
article should enable you to help and advise any of your customers
who might not be fully aware of these risks.

he UK manufacturing share
Tof the total economy may be

in decline, but that is partly
due to services having grown faster
in proportion in recent years. A
significant number of flagship British
brands have been bought by foreign
companies, but they still use UK
industry for manufacturing and in
many instances it’'s thriving.

Over the last half century, UK
manufacturing has transformed from a
low value, labour intensive industry to
a high value, high technology industry.
The risks that manufacturers face are

. All products notified were either

. recalled, withdrawn or corrected.
. Toys, clothing and motor vehicles

. were the most frequently notified
: products*.

. Quantifying the costs

. There is a real challenge facing CEOs
. and risk managers in quantifying

. their recall exposure as the true

: cost of product recalls is so difficult
to estimate. But the rule of thumb

© is that it will be more expensive

© than your customers might think.
“Underestimating the cost of a

Underestimating the cost of a product recall can
give companies a false sense of security. As a result,

would if they realised the true scale of the potential

Jonathan Clark, Director Corporate and Technical Risks, Cunningham Lindsey UK

similar to those in other industries

(see pages 15 to 18 for further insight),
but one risk in particular can have a
dramatic impact. And that is having

to recall a faulty product.

It was reported in April 2010 that
the number of dangerous consumer
products notified through EU’s rapid
alert system for non-food dangerous
products (RAPEX) rose by 7% in 2009
compared with 2008, partly due to
European businesses taking their
responsibilities in consumer product
safety more seriously and recalling
their unsafe products more quickly.
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: product recall can give companies

© afalse sense of security. As a result,
they may not prioritise prevention and
planning as they would if they realised
the true scale of the potential,”

. says Jonathan Clark of Cunningham

. Lindsey, the UK’s leading loss adjusting
. and claims management company.

The reason that quantifying costs

. is difficult is because there will always
. be uncertainties surrounding a recall,
. particularly if it affects a well-known
. brand. It is tricky to know from the

© outset how badly a brand may be
damaged and how long it will take to

*RAPEX press release, 15.4.2010

. recover. There may be injuries resulting
. from the faulty product or people

. becoming ill through toxicity. And

© then there is the ensuing publicity in a
. national or global recall, which could

. significantly damage sales.

Expenses connected to a recall

© are many, ranging from the testing

. of a suspect batch of products to

establishing how far the affected

product has reached. Simon

Plumridge, Head of Product Safety &

© Recall, Zurich Global Corporate, says:

“The whereabouts of the affected

. product is also an important key

. factor in the risk assessment. The

: key issues are how much of the

: faulty product has been distributed

: into the supply chain - and where
o . \ © exactly it is likely to be located. Is

they may not prioritise prevention and planning as they : ;i warehouses, with distributors

. or retailers, or already with the end

© customer? At this stage, companies

© are very reliant on their batch coding

© and the efficiency of their tracing

capabilities. They also need good data

in order to contact the businesses

. involved in the various stages of

. their supply chain.”

Other costs include informing

. the appropriate local authorities

. and deciding on which media

. channels to use, controlling

© advertising costs and logistic costs

. involved in removing the faulty

. product. Then there are the costs

. of disposal, repair and replacement;

© business interruption costs and finally
" the cost of restoring the brand back

" toits original standing.

Good quality management, including
effective product safety controls,
personnel training, auditing suppliers
and rigorous testing processes at all
stages of production go a long way
to reducing the likelihood of a recall.
Your customers need to establish
rigorous contractual controls, for
example, to ensure they can pass back
the risk to a supplier if components
have caused the problem.

Limiting batch sizes and
identification of the defective
products involved are also key.
Keeping back a sample from each
batch saves time if a product needs to
be tested and time is of the essence
if a company has to decide whether
arecall is necessary or not. Lars
Simpelkamp, Risk Engineering, Zurich,
says: “There is a big cost difference
between withdrawing 1,000 or
100,000 products. If companies
reduce the quantities in each batch,
they can identify affected products
more easily and limit the impact. This
can often be done quite cheaply,

Corporate Focus Special Edition

:
using electronic data processing (EDP)
systems.” : #

If a product consists of a number

of components, a company should
make sureitseaniidentify each one.
Complex mechanical products usually
have their own ID number. “Attaching
radio frequency identification tags

to components helps here as it allows
each part to be identified at a distance
of two metres or so,” says Lars. “If a
company is using raw materials such as
plastics or metals, each time it changes
the batch or source of the raw material
used, it could identify the change in
the EDP system.”

A properly pre-prepared, robust
crisis management plan and an
established recall management team
are essential in minimising the impact
of a recall. It is also vital to act quickly.
Lars adds: “It's important for your
customers not to lose two days thinking
about what they need to do and how,
which is why prior training and testing
against recall scenarios are vital.”

Manufacturing companies may
be growing faster, but the risks and
challenges are growing too. Product

recall needs to be handled with care.
Companies that do not have specialist
experience in evaluating and handling
product recall claims may find it
difficult to work out the individual
costs they could be faced with. They
need to work with a third party such
as an insurance company or broker to
help evaluate these costs.

Hopefully, this information will
enable you to be better equipped to
advise your customers and you have
the knowledge that Zurich can offer
expert advice on accurately assessing
the risks and estimating the financial
impact of a product recall.

A properly pre-
prepared robust crisis
management plan and
an established recall
management team are
essential in minimising
the impact of a recall




Report of damage received. This may include notifications via customer
complaints or through test reports

Forward to central product monitoring unit. This is an in-house early warning
system enabling sources of hazards to be identified ahead of an event
Emergency team. Individual members should have clear responsibilities
and expertise

Identify and locate the products concerned in the market

Notify final owners, sales chain and authorities in accordance with a prepared
communications procedure

Perform a root cause analysis with subsequent repair/replacement/change of
the product design or manufacturing process to avoid future similar losses

Emergency plan for additional manpower, logistics, premises, extra
communications, computer capacity

Estimate of cost and time required, set-up of financial reserves

Periodic checks of emergency/recall organisation

Recall scenario training should be simulated periodically

Incorporate knowledge gained from recall operation into the production
process to avoid further product defects.

. Market First].December2010
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To read the StrategicRISK Product
Recall Executive Report, October
2010, go to: www.strategicrisk.co.uk/
story.asp?storycode=387531

Or contact the contributors:
Jonathan Clark at Cunningham Lindsey
jonathan.clark@cl-uk.com

Simon Plumridge at Zurich
simon.plumridge@zurich.com

Lars Simpelkamp at Zurich
lars.simpelkamp@zurich.com
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Corporate businesses face
a legislative onslaught

Health & Safety regulations maybe being simplified, but the last few
years have seen corporate companies swamped by legislation. Directors
may complain about the amount of new regulation and its complexity,
but it is important that your customers keep up to date and understand
what it means to their business.

ew regulations are both
N stricter and better enforced.

According to Jim Wilkes,
Senior Casualty Underwriter, Zurich:
“Most companies are not fully aware
of how the legal environment in
which they operate has increased
risk to their business. All they
notice is how much time they are
spending on health & safety and HR
employment issues.” Zurich with its
added layer of expertise provided
by lawyers specialising in these
areas can help unravel these legal
complexities and help you point out
to your customers the issues they
should be aware of.

50% of all new legislation in the
UK now emanates from the EU and
308 regulatory changes will have to
be implemented between April 2010
and April 2011. In the face of these
extensive changes, Government
has agreed to produce an annual

: publication indicating what is in the

. pipeline. Several major issues, such as
corporate manslaughter, new health
. &safety laws and environmental

. responsibilities, which affect both

: companies and their directors,

. should be recognised as new risks.

: To understand their implications,
your customers may need to take

specialist legal advice. Corporate
governance is another issue that
Lis becoming even more important
! to the successful running of your
! customers’ businesses.

: Management failure and

corporate manslaughter

: New corporate manslaughter

. legislation in 2008 was a landmark in
. law. It meant for the first time that
companies and organisations could

: be found guilty of manslaughter

. as a result of serious management

. failure and this legislation has already

“ All but the smallest companies with
: a turnover below £7million have a legal
: requirement to produce a Business Review ,,

Jim Wilkes, Senior Casualty Underwriter, Zurich

. produced its first prosecution.

Your customers might not be

: aware of this. “Many company
. directors don't realise the impact
: that a conviction for corporate >




Corporate businesses face a legislative onslaught

4 manslaughter can have,” says Sally
Roff, Head of the Safety, Health and
Environment team at commercial law
firm Beachcroft. “Never mind the size
of the fine, a manslaughter charge
is obviously a devastating blow to a
company'’s reputation as well as the
morale of its employees.”

Coroners’ powers have increased
too. Now they can write to any
organisation they think may be
responsible for the death of an
individual and ask what steps
have been taken to prevent future
fatalities. The reply could affect a
company’s liabilities for civil claims.

It's not only a workplace issue.
Manslaughter charges could equally
apply to a motor accident — for
example, careless driving by an
employee in a fleet vehicle; or a
public or product liability claim such
as a defective product poisoning a
member of the public. The cost of
defending a charge could be in excess
of £500,000 and a corporate company
could anticipate fines in excess of a
million pounds.

Sally warns that the sentencing
guidelines, which give guidance to
judges, have the potential to hit a
company even harder. “If a company
is found responsible for corporate

courts to publicise what happened and
why on the home page of its website
and in other publications. Damage

to reputation could be catastrophic,”
she says. Whilst companies can

insure against the consequences of
breaching legislation, for example

. Market First | December 2010

i an injury arising from a breach,

: they cannot insure against criminal

: fines and penalties, which must be
borne by the company itself. So, your

i customers have to be very aware of

: their obligations in relation to the safe
. operation of their businesses and how
to comply with them.

: Health & Safety

In Lord Young's report, Common Sense
: Common Safety (see web link below),
: he recommends reforms that should
simplify Health & safety requirements
¢ for small companies and for voluntary
: organisations. Most of his report is

: actually concerned with tackling the

. compensation culture in the UK. To

: that end Lord Young has suggested
that there should be advertising curbs
© on claims management companies.
Lord Young was critical of the fact

: that many consultants who offer

: advice on health & safety issues are

: not necessarily competent in that

. area and stated that the Health &

: Safety Executive should produce a

. database of consultants who can
exhibit appropriate qualifications in

© health and safety. It is information
provided by unqualified persons

who Lord Young holds responsible

: for recommending measures for
manslaughter it may be directed by the :
: what is required by law or would be
regarded as being reasonable. All

. these recommendations are aimed at
. making compliance easier for small

: organisations and to tackle incorrect
perceptions that have grown up

i around health & safety.

health & safety that go way beyond

i As for the present, there isalready

: an excellent source of information

: on health & safety risk control on the
. Health & Safety Executive website
(see page 14), which offers plenty

. of insight. Zurich can also provide

: you with information and advice

: on health & safety issues.

Environmental responsibilities

In 2008, the Environmental Damage
Regulations increased the liabilities

: of any organisation who pollutes

: the environment. Companies who

have acquired other businesses may

be responsible for the acts of the
businesses purchased. So, if one of your
: customers purchases a business that
was responsible for causing pollution

. of the environment (or for causing
industrial diseases to employees), it may
be responsible for the liabilities of the
business purchased.

“Climate change and the risk of

litigation should be on the agenda
of all companies in their business
risk assessment,” Jim Wilkes states.
: "Companies that don’t take it

¢ into consideration may be open

¢ to legal challenge.”

This risk to your customers could

. become more challenging. Following
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the UK government'’s launch of the
world’s first legally binding carbon
budget — aimed at achieving an 80%
reduction of carbon emissions by 2050
—the dawn of mandatory reporting
for a large number of UK companies
is fast approaching. “These examples
are just the tip of the legislative
iceberg,” says Jim. “Your customers
need to know what lies beneath -
and how to react to it. They must
implement best practice or expose
themselves to civil charges and a
higher risk of corporate failure.”

How to manage liability risk

“Surveys show that most companies
are reactive where risk issues are
concerned,” says Jim. If a company
wishes to be successful then your
customers need to consider anticipating
changes in the risk environment. To

do this, they should ensure that they
implement programmes that can
monitor the external environment

for changes and then consider the
potential impact on their business now
and in the future. For all significant
risks to the business, they should set

up business continuity plans to enable
the business to smooth out any risk and
also set up a crisis containment team

to be able to respond immediately to
any problem that poses an immediate
threat to the business or its reputation.

. Deciding what constitutes a risk can

. be daunting, so many companies
follow the PESTLE model, (Political,

: Economic, Social, Technological,

Legal, Environmental) which gives a

© framework for classifying potential
risks. By using a model such as this,

: it becomes easier for a company to

¢ decide whether they may need external
i guidance to consider a risk fully. A

i company in a heavily regulated sector

¢ will probably have to concentrate on

: political risks i.e. what is happening in
the political environment that might
lead to further regulation, whereas a
company involved in high-tech activities
will probably concentrate more on
technological risk.

“A further innovation is to carry

out a risk audit (which might require
external assistance), which would

. reveal whether any of your customers
. were deficient in their risk scanning

: activities,” Jim adds.

You can help to make directors

and decision makers aware of
legislation, not just to protect

the businesses they work for but

© because increasingly they are finding
themselves in the front line too. In
2008, the Health & Safety Offences
Act meant imprisonment became

i aworrying possibility for directors

. whose companies broke health &

. safety laws. Two years later the >

(4 Many company directors don't realise
the full extent of their responsibilities 5y

Sally Roff, Senior Partner, Beachcoft LLP




Corporate businesses face a legislative onslaught

Environment Agency successfully
prosecuted a company director for
failure to control Legionella risk.
Directors who have dealings with the
United States could find themselves
subject to US law too. In a worst
case scenario, they could even find
themselves extradited to face charges.
“Publications such as the Health

& Safety Executive’s ‘Leadership

in Health & Safety’ (see web link
opposite) will help explain the legal
responsibilities to company directors:
this is essential reading for directors
as the information in the document
could be used against directors in
legal actions,” Jim advises. "If they
remain in any doubt they should
seek legal advice.” Brokers have
found Zurich's expertise in this

area invaluable.

Corporate governance

The best practice is for your customers
to implement corporate governance
and also adopt best practice for
internal controls in their organisation.

calibre,” says Jim. All but the smallest
companies with a turnover below £7
million have a legal requirement to
produce a Business Review. It should

include an analysis of the principal risks

that face a company - and how that
company intends to manage them.

: Corporate companies also have to

. disclose information in their annual

. reports for both legal and accounting
© reasons. However, many volunteer

: information that goes beyond

© these legal requirements in other

© areas - particularly corporate social
responsibility.

Preparing for the future

. Your customers should be aware of

. legislation that may be happening

. in the future. It can affect risk in
unexpected ways. It is important that
: corporate companies know about

: and understand existing legislation

© to ensure that they aren’t breaking
any laws. But new and up-and-
coming legislation is a real concern
too, as it can impair or prevent a

: company’s capacity to deliver. By

. being aware of how and when

. statutory laws are likely to change,
companies will be better prepared

. to mitigate risk. Zurich works with

. experts specialising in corporate

: legislation and can help companies
"If it's inadequate, then the decisions a
business makes won't be of the highest

navigate this minefield. B

Legislative best practice - five tips

to give your customers

B Be aware of both existing and
proposed legislation

B Understand the consequences
of breaches of regulations

B Make sure the company recognises
its corporate responsibilities
as well as the individual
responsibilities of its directors

B Ensure that new legislation
requirements can be met in time

W If in doubt seek legal advice.

Useful information
For further information go to:
www.zurich.co.uk/corporatefocus

For further information on
Health & Safety risk control go to:
www.hse.gov.uk/contact/faqs/
riskassess.htm

To read the Leadership in Health
& Safety document go to:
www.hse.gov.uk/leadership/

To read Lord Young's report —
‘Common Sense Common Safety’
go to: www.number10.gov.uk/
wp-content/uploads/402906_
CommonSense_acc.pdf

Or contact the contributors:

Jim Wilkes at Zurich
jim.wilkes@uk.zurich.com

Sally Roff at Beachcroft
sroff@beachcroft.com

Hi-risk

The IT world is under continual pressure

to adapt, develop and deliver with a high
expectation for innovation. This ever evolving
business environment makes it hard for companies
to benefit from experience, unlike those in more
established, slower-moving, industries.

echnology and communications :
companies work in a perennially

changing industry. This means
the risks your customers face in
areas as diverse as professional
indemnity, business interruption,
copyright, contract law and data
loss are constantly changing too.
Consequently if you have detailed
knowledge of this industry and the
risks it faces, you will be in a better
position to advise your customers on
how to mitigate these risks.

Zurich can provide in-depth advice
as it employs specialists who have
studied the technology industry
for many years and has developed
expertise in six areas. These are
Robotics, Hardware, Electronic
Components, Outsourcing, Electronic
Communication and Software.

Because the IT industry is so
innovative and prone to change, there
is a very different set of issues to get
to grips with and we have picked out
four issues for you to consider.

Understanding risk in an
unregulated industry

Information Technology (IT)

is relatively new, from a legal
perspective, and has yet to be
properly regulated. At the moment
there is no legal requirement on IT
professionals to protect themselves

*UK Professional Indemnity Insurance 2009

against negligence claims. According

. to areport published in December

: 2009%, 40% of IT consultants don’t

. have professional indemnity cover.

. However, your customers have

. acivil liability responsibility and

. a professional duty to their own

: customers and they can be exposed to
property damage and personal injury
risks because IT consultants supply
and install physical equipment as well
: as advise clients and design software.
. "These risks can be mitigated with

. appropriate professional indemnity

: cover, but it is important for brokers

: to understand exactly how technology
. companies work,” says Geoff White,

. Senior Market Underwriter, Zurich.

Your customers also might need

expert advice with regard to the
wording of any policy document as

© the law has failed to keep pace with
the constantly changing world of

. technological terminology. There are
. few legal precedents to set examples
. and the meaning given to words and
. phrases in technical documentation

© can be inconsistent and ambiguous.

. 'Software’ is a good example of

" a technological word that brings
interpretational difficulties with it.

© Should software be described as
‘goods’ or ‘services'? Are claims
about software covered or are they

. excluded if a policy excludes cover P




Copying a protected
work without an
appropriate licence
leaves a company
vulnerable for damages

or a claim on its
profits, resulting in
the company losing
some of those profits

Stephen Metcalfe, Partner, Beachcroft LLP
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: relating to ‘goods’? The answer

: could have profound legal relevance
: if a company has its cover limited

: to services. In some IT professional

. indemnity policies, the term

. 'deliverables’ is used to describe
software to resolve the problem.

International uncertainties over

applicable law add to the confusion.
© Websites are accessible almost
anywhere and IT technicians in one
: country can work on systems in

: another simply by switching on a

. computer. Businesses could be liable
: for cyber risks and network security

and could inadvertently infringe
worldwide intellectual property rights
or regulatory requirements elsewhere
in the world. They also have to be
aware that because other companies
can sell on a technology company'’s
products or services to third parties,
they could be liable for claims from
unexpected sources.

Multinational insurance can resolve
many of the uncertainties related
to technology and communications
businesses. This can protect them by
ensuring that out-of-territory cover
is aligned with local legal licensing
and insurer foreign premium tax (FPT)
requirements — no matter where they

: operate. But your customers will need
: support in understanding these risks.

Copyright is another confusing

area, where your customers could

. benefit from the expert advice given
. by lawyers who are part of Zurich’s
: third party panel.

Making sure the copyright is right

© Sofar attempts to allow developers

" to register patents for software in the

© EU have been unsuccessful but other
intellectual property rights do apply.

: The EU Software Directive provides

: some protection and computer

: programs are protected in just the same
: way as works of literature — but this

. protection doesn't, for now, extend

: to the principles or the ideas behind

. them. “Software copyright is mostly
still about the written code and doesn’t
stop someone writing a new program
to do the same kind of thing, but the
European Court is going to review

this shortly,” says Andrew Horrocks, a

. litigation partner at solicitors Barlow

. Lyde & Gilbert LLP who specialises in

: claims involving IT risks and liabilities.

The contents of databases as well

: as manuals and written instructions
: for use can also all be protected,

© but just like in traditional copyright
law, there is no protection for ideas.
Individuals and companies may be
unsure how to protect themselves
against infringement of copyright

&£ Business continuity is one of the
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biggest challenges for technology companies gy

or other intellectual property
rights. So it is important that IT
businesses understand these issues,
as infringements can be expensive.
“Copying a protected work
without an appropriate licence
leaves a company vulnerable for
damages or a claim on its profits,
resulting in the company losing
some of those profits,” Stephen
Metcalfe, partner in Beachcroft LLP’s
Professional & Financial Risk team,
points out. “An injunction to prevent
further infringement can also force
a company'’s projects to come to a
premature conclusion. What's more, a
business only has to copy a significant
part of the original work to constitute
a breach.” However, the law is vague
about the difference between a
‘significant part’ and a minor element.
Copying either text or images may
give rise to a claim. Stephen says:
“Web designers in particular should be
careful if they are asked to include text
or photographs provided by a client.
It is their responsibility to ensure that
this material doesn’t belong to a third
party or they could be held liable. Just

Geoff White, Senior Market Underwriter, Zurich

: because material is readily available
: on the web doesn’t meant that it isn't
: protected by copyright.”

. The more accurate a contract the

: less the risk

© Your technology and communications

© customers might not fully realise the
importance of a contract between their
company and its client. By using Zurich’s
: panel of specialist lawyers they can help
you, and therefore your customers,

. to understand the implications of an

: incorrectly worded contract. Andrew

: Horrocks believes that contracts are

: something that IT consultants might not
spend enough time on, as they can tend
© to be more focussed when the project

" startsin delivering the work. “Clarity is
key. It's essential to make certain what
the contract stipulates,” he says.

Unlike other professionals, IT

consultants frequently agree to

. deliver a result, often by a deadline.

. There can also be an expectation gap
. between what your customers might
expect and what a technology and

: communications company delivers.

Andrew adds: “IT specialists

: responsible for designing, advising on
or implementing computer systems

. can find themselves in the frame

. not only for the cost of their work

: but also for substantial lost savings

. and wasted expenditure. Companies

. need to know that if something goes
© wrong or events have spiralled out of
© control that they are covered for it.”

Limiting liability also needs careful

© consideration. It is a powerful risk
management tool but if the cap
on damages is reduced too much,

. the courts could see the term as

: unfair and it would be invalid if so.
. "Generally it's a good idea not to

¢ limit liability more than you need

: to,” says Andrew.

. Data risk — the hard facts

: Technology companies that specialise
: in looking after data for other

© businesses are not only responsible

: for making sure their technology

is safe but also need to cover

© themselves against loss, erasure or
corruption of their clients’ data. As
well as compromising the safety of

: individuals, a breach can seriously 4



Hi-tech Hi-risk

The law has failed to keep pace with the constantly

changing world of technology terminology

4 damage an organisation’s reputation.

It can also be an expensive
mistake. The Data Protection Act
1998 (DPA) provides the Information
Commissioner’s Office (ICO) with an
effective regulatory framework.
New powers that came into force
in 2010 enable the ICO to impose
substantial monetary penalties
including maximum fines of up to
£500,000 on organisations where
there is evidence of a reckless or
deliberate data protection breach.

A data security breach can occur

for many reasons:

M Loss or theft of data or
equipment on which data
is stored

B Inappropriate access controls
allowing unauthorised use

M Equipment failure

B Human error

B Unforeseen circumstances
such as a fire or a flood

B Hacking attack

B Offences where information
is obtained by deceiving the
organisation that holds it.

Breach management plans that

look at containment and recovery,

assessment of ongoing risk,

notification of breach and evaluation

and response should be put in place

to mitigate any reputational damage.
Business interruption is another

issue which can be immensely

damaging to IT companies, as well

as all other industries.

The importance of business continuity
“Business continuity is one of the
biggest challenges for technology
companies,” says Geoff. “Customers

aren't loyal. If problems aren’t resolved :

@ Market First | December 2010

: fast they will soon look elsewhere.”

Supply chains are probably the

greatest risk to business continuity.

“Because it's easy for technology

: companies to fit in with other

businesses they often find themselves
in the middle of a complicated supply

. chain. Companies outsource to them.
They outsource to other companies,”
. Geoff explains. A break in a technology
supply chain can lead to an unbudgeted
addition to costs, loss of quality control, :

late delivery and data falling into the

wrong hands as well as disruption in
. the flow of business.

As well as being complex, a

: supply chain can cross international

boundaries. UK technology companies
might use Eastern Europe for

. components and Asian labour for its

. software programs. They will often sell
© on another company’s service too, so

© that as well as their own expertise they
© will be passing on someone else’s. More
suppliers and partners increase the risk
. of failure, so a company needs to think
ahead and have a plan for response
and recovery. (For more information on
supply chain risk turn to page 3.)

Another major risk to business

© continuity is physical damage to a site,
. for example due to an incident such as
. afire. Owen Rees, Principal Strategic

Risk Consultant, Zurich, believes that

although many businesses may use
: good risk management to identify and

mitigate this type of risk, far fewer will

“Companies are usually excellent at

: ensuring people are as safe as possible in
© the event of a risk such as fire and they'll

probably consider the most sensible

© fire precautions too, such as avoiding
. sprinklers that will destroy technological
: equipment. Unfortunately they are

rarely as prepared when it comes to
starting up again after an incident - and

: thatis the risk that is most likely to close
a business down,” he says.

Losing key workers is another

. issue that may interrupt your

. customers’ business. Experts are not
© justimportant to technology and

: communications businesses — they

: are also very difficult to replace.

By insuring against the loss of key
people, companies can invest in the

recruitment of equal calibre personnel.

Taking out the right insurance

. Business interruption protection can

. save your customers many sleepless

: nights and expensive ongoing costs, but
: care must be taken when working out

. what exactly is being insured according
© to Damian Glynn, Senior Loss Adjuster at
© VRS Vericlaim, a company that focusses
exclusively on loss adjusting in the
corporate market. “When companies
insure against risk, cover can be
provided against a number of variables,
some of which can have undefined

: meanings in business like ‘gross profit’.

: On the other hand ‘turnover (Sales)" is

a less ambiguous term — companies are
likely to know exactly how much money
they are taking in. That’s why it may

© be worth insuring against disruption to
revenue in preference to disruption to
profit,” he says.

DA unique and exciting industry

with unique challenges

. Its complicated services and products
: have a robust continuity plan that allows :
: activities to carry on following an event.

and its speed of operation make

: this a unique industry with unique

. challenges where knowing the risk

: is as important as understanding

. the technologies. Customers that
recognise the complexities of
potential problems like business
continuity and professional indemnity
. are better equipped to prosper and
compete in an ever changing industry.
: Geoff sums up. “Technology and

communications is a dynamic and
exciting industry. You need look no
further than Facebook and Google

to see that the rewards for success
can be astonishing. Companies simply
have to keep an eye on risk too.”

Practical Risk Management -

tips to give your customers

B Ensure a written contract is in
place before a job is started

B Make clear who is responsible
for what role

B Be cautious before agreeing
fixed dates - this can lead to
the contract being terminated
even if the quality of work is
beyond dispute

B Be cautious before agreeing
fixed prices

B Agree a reasonable limit of
liability and include it as a
clause in the contract

B Include all obligations in
the contract

B Make it clear in advance what
the system is supposed to do

B Agree and document any
expansions to the system
or the project

B Take advice on legal wording

B Remember different countries
have different laws — think when
the contract is made what law
and court system you want

B Use insurance to guard against
key risks and claims.

Courtesy of Andrew Horrocks,

Barlow Lyde & Gilbert LLP

Useful information

For in-depth information visit:
www.zurich.co.uk/corporatefocus
Or contact the contributors:
Geoff White at Zurich
geoff.white@uk.zurich.com
Owen Rees at Zurich
owen.rees@uk.zurich.com
Andrew Horrocks at

Barlow Lyde & Gilbert LLP
ahorrocks@blg.co.uk

Damian Glynn at VRS Vericlaim
dglynn@vrsvericlaim.co.uk

Stephen Metcalfe at Beachcroft
smetcalfe@beachcroft.com
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Jonathan Clark is Director, Corporate and
Technical Risks, at Cunningham Lindsey. He
is a Chartered Insurance Practitioner and
Chartered Loss Adjuster and has been a loss
adjuster for 30 years. He specialises in
Product Liability and Financial Loss claims.

For further information contact:
Jonathan.Clark@cl-uk.com

Larry Hannam
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Larry Hannam is managing Burcote’s
delivery of smart cost and carbon
management reduction solutions for the
built environment. He is a chartered
surveyor and has over 22 years’ experience
in the design and delivery of real estate
and carbon strategies for property owners
and investors.

For further information contact:
LarryHannam@burcote.co.uk

‘ Simon Plumridge
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Simon Plumridge joined Zurich in March
2009 as Head of Product Recall with a
brief to build a global, market leading
capability in this new product line. He
brings with him more than 20 years’
experience, most recently as Manager,
European Operations, at CV Starr.

For further information contact:
simon.plumridge@zurich.com

Lars Simpelkamp

Lars Simpelkamp has worked as a risk
engineer for over 25 years and currently
works for Zurich Risk Engineering’s division
in Germany. He is responsible for account
co-ordination, evaluating prospects and
ensuring value-added service to customers.
He also provides consultative services for
product safety-related issues.

For further information contact:
lars.simpelkamp@zurich.com
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David Forster is Head of Business Risk
and helped to launch Zurich Municipal in
1993. He has been a leading spokesman
on business risk in both the public service
and the private sector for many years.

He is a PRINCE Il practitioner and a
practiced facilitator.

For further information contact:
david.forster@uk.zurich.com

Andrew Horrocks
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Andrew Horrocks is a partner at Barlow
Lyde & Gilbert LLP. He has wide professional
indemnity and IT-related claims experience
and advises on liability, insurance, coverage
and legal risk management issues related
to technology and e-commerce risks.

For further information contact:
ahorrocks@blg.co.uk

Owen Rees
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Owen Rees is a Principal Strategic Risk
Consultant and has worked for Zurich for
nine years. He is a trained facilitator and
trainer and is involved in the
development of Zurich’s business
continuity management offering. He is
also part of a team developing supply
chain risk management solutions.

For further information contact:
owen.rees@uk.zurich.com

Geoff White
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Geoff White is a Senior Market
Underwriter for TechMedia based in the
London Underwriting Centre. He has
been with Zurich for ten months and is
responsible for delivery of the
Professional Indemnity part of the
Corporate Focus launch for Technology
and Communications.

For further information contact:
geoff.white@uk.zurich.com

Damian Glynn is Head of Financial Risks at
VRS Vericlaim. He is a Fellow of the Institute
of Chartered Accountants and Chartered
Institute of Loss Adjusters. He regularly runs
seminars on business interruption claims and
is a published author on the subject.

For further information contact:
DGlynn@VRSVeriClaim.co.uk

. Stephen Metcalfe

¢ beachcroft

Stephen Metcalfe qualified in 1983 and has
been a partner in Beachcroft since 1988.
He has extensive experience of advising
parties on technology disputes,
e-commerce, including domain name
disputes, passing off, copyright and
defending professional indemnity claims
against IT professionals.

For further information contact:
smetcalfe@beachcroft.com

. Sally Roff

' beachcroft.

Sally Roff has been a partner at
Beachcroft since 2002 and leads a team
specialising in SHE issues, Employers
Liability and Public Liability injury claims.
She also provides tailored advisory and
training services to in-house legal and
operational, safety and compliance teams.

For further information contact:
sroff@beachcroft.com

Jim Wilkes
| @@ ZURICH’

Jim Wilkes has spent most of his working
career dealing with legal liabilities from
SMEs to multinational companies,
predominantly in the head offices of Zurich
and Eagle Star. He has a particular interest
in risk governance, at both Government
and organisational level.

For further information contact:
jim.wilkes@uk.zurich.com

While every effort has been made to ensure the accuracy of our articles, this publication is intended for general information only.
The contents should not be relied on in any specific situation without independent legal advice. Neither Zurich UKGI, nor any member
of the Zurich group of companies, will accept any responsibility for any action taken or not taken on the basis of this publication.
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